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Abstract

This research aims to examine how national supervisory authorities are handling the challenges of Big Tech,
both when it provides services to the banking industry and when it directly offers banking services. With its
advantages in scale and data, Big Tech has brought innovation and business opportunities to the financial
industry, but it has also raised issues such as market concentration, information security and financial stability,

as well as challenges for financial regulators.

The study was conducted using multiple methods such as benchmarking approach, document analysis, expert
sessions and surveys. It involved analyzing the regulatory frameworks and measures of benchmark countries
and international financial organizations regarding the risks associated with the use of services provided by
Big Tech in the banking industry. The study also collected relevant research findings from both domestic and
international sources, and invited international experts to share their insights. In addition, a survey was
conducted on domestic banks and branches of foreign banks in Taiwan to understand their use of Big Tech
services and the opportunities and challenges they face when cooperating with Big Tech, providing an
empirical basis for the formulation of future regulatory policies and offering suggestions for dealing with

related risks.

The research focuses on the Big Tech regulatory framework led by financial regulators. It provides an in-
depth analysis of Big Tech-related risks faced by Taiwan and discusses global risk events, such as the Capital
One data breach in the United States and the service disruption of Kakao in South Korea. In response to these
risks, the report offers specific suggestions for countermeasures and outlines strategies that can be adopted by
supervisory authorities before, during, and after such incidents to mitigate the risks of these global risk events,

strengthening the management of related risks.

Extending the Bank for International Settlements' (BIS) Activity-Based (AB) and Entity-Based (EB)
regulatory approaches, this study proposes a short-term, medium-term, and long-term regulatory framework
for the Taiwan market. In the short term, financial regulators should require Big Tech companies to strengthen
disclosure of the risks associated with their financial industry-related services, as well as collect information
on the service providers and service status from financial institutions. In the medium term, industry self-
regulatory norms should be formulated to ensure the transparency and risk control of Big Tech services. In
the long term, it is recommended to adopt an AB/EB hybrid approach to supervision, targeting specific
business activities while simultaneously enhancing the systemic risk management that Big Tech introduces as

a third-party service provider, thereby improving regulatory flexibility and market stability.



This research analyzes international indirect and direct supervision measures and recommends strengthening
supervisory controls in Taiwan by drawing on these international practices. It proposes enhancing control
measures in areas such as governance structure, risk management, incident reporting, testing exercises, and
change management to improve regulatory precision under the current indirect supervision framework.
Additionally, the report discusses the advantages of direct supervision and international control measures,
suggesting regulators consider including Big Tech in a more comprehensive regulatory framework to ensure
their services meet the requirements for financial stability, while also providing a reference for regulatory

policy development.
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2 “pjgitalisation of finance” May 2024;“Principles for Operational Resilience”” March 2021;“BIS Working Papers No WP1129 Big techs in finance”
October 2023.
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!5 “Big Tech Firms in Finance in Emerging Market and Developing Economie” October 2020.
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16 “Big Tech in Financial Services Regulatory Approaches and Architecture” January 2022.
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